[locTpoeHne pelweHUn

PKI Ha 6a3e
NnpoAyKTOB ;«mﬁgéd :
Vl PNEt TEXHWYECKA4A T

KOHOEPEHLING S

MyxuH WBaH



TEXHEiaies
2023 !weCT

O6cnepoBaHue
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o WUC un pecypchl

o Hanwn4dmne CK3WU, cpeactB 3l

o Knacc CK3WU, cpepcts 3l

o KonunyecTtBo nonb3osatenen UC
o Cxema cyuwecTByHlWen ceTu

o Tun ayTeHTudMKaumm

o Tun n ¢opmaT 3N




[lpumep cxembl ceTu

LleHTpanbHbIn Opuc KomnaHmu

Beb6-pecypc
Cucrtema aNneKTPOHHOro
AOKymeHToOo60poTa

|

4q\ -

APM MNonb3osatens

J

NHTepHeT
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APM Monb3osatens

HTTP/HTTPS



ViPNet e Fre)
TLS Gateway

linw3 6e3onacHoCcTU ANA O AyTeHTUPUKaLuMA KAMeHTa
opraHmsauumm TLS-coeanHeHui N CepBeEpa

O YnpaBneHue [OCTYMNOM
Ha OCHOBe cepTUPuKaToB

R

O «[yanbHbli» pexum paboTbl
o YpaneHHoe ynpasJieHue
o KnacTtepusauud

o TLS 1.2 - 1.3




TunoBaAa cxema ¢ TLS

LleHTpanbHbIn Opuc KoMmnaHmu

Be6-pecypc
Cuctema 31eKTPOHHOTO Kpuntownios
JOKyMeHToOBopOTa ViPNet TLS Gateway BanaHcuposLUK
TLS
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APM Monb3oBatens

APM Monb3osatens
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TLS YT
ViPNet TLS Gateway

HTTP/HTTPS
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ViPNet OSSL

ViPNet PKI Client
ViPNet CSP
ViPNet OSSL

KpuntonpoBanaeps Apyrunx
npovsBoguTeneu



ViPNet PKI TeXHOpecr
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Tunosaa cxema (TLS Unit)

LeHTpanbHbI Odurc KomnaHum

Be6-pecypc
Cucrtema 371eKTPOHHOro Kpuntolwnios
[OKyMeHTOoOo60poTa ViPNet TLS Gateway banaHcupoBLMK
TLS
APM MNonb3osatensa @
ViPNet PKI Flllent TLS
\_ TLS Unit ) o)

NHTepHeT

ViPNet PKI Client

ViPNet TLS Gateway
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APM Monb3oBartensa
ViPNet PKI Client
TLS Unit
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HTTP/HTTPS



Tunosaa cxema (Tunnel

LleHTpanbHbin OdMc KomnaHum

YpaneHHbin APM
(ana goctyna no RDP)

Kpuntownios
ViPNet TLS Gateway banaHcMpoBLUMK
TLS
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APM Monb3osatensa
ViPNet PKI Client
Tunnel Unit

APM MMonb3oBaTtensa
ViPNet PKI Client

Tunnel Unit
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@ ViPNet PKI Client HTTPS
JIED VipNet TLS Gateway HTTP/HTTPS
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Tunosaa cxema (File/Web Unit)

LleHTpanbHbI Odurc KomnaHmUm

Beb6-pecypc
CucTemMa 3N1eKTPOHHOro Kpuntownios
[OKyMeHToo60opoTa ViPNet TLS Gateway banaHcnpoBWMK

TLS
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TSP-OCSP Cny:6bl
ViPNet TSP-OCSP Service
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APM Monb3oBarens
ViPNet PKI Client
Web Unit / File Unit
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J70 ViPNet TSP-OCSP Service

CepTvld)MKaT
Monb3gsatens
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ViPNet PKI e Fre)
Service

o Pa3paboTaH
Ha 6a3e ViPNet HSM
CepBep nognucu
o UeHTpanu3oBaHHOE BbINOJIHEHUE
KpunTorpapuyeckmnx onepauyuu
o API - REST

o B3aummopgencTeue c Apyrumu
PKI-npoayKTamu

o KnacTtepusauus
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TunoBasa cxema (File/Web Unit) Y DeCT

LleHTpanbHbI OdMC KOMNaHuUm ~N

APM Monb3oBarens
ViPNet PKI Client
Web Unit / File Unit

Beb6-pecypc
CucTemMa 31eKTPOHHOTo KpunTownios
LIOKyMeHT0060pOTa ViPNet TLS Gateway ~ BanaHcuposiumk
TLS
REST API
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Cepsep noanucu TSP-OCSP Cny6bl

\_ ViPNet PKI Service ViPNet TSP-OCSP Service
*
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ViPNet PKI Service Ceptudukat UC

NHTepHeT
CepTvld)M KaT

AKKpeanToBaHHbIN YL, Nonb3gsatens

—— e —— —

12



Tunosaa cxema (Cloud

LleHTpanbHbI OPurc KomnaHum

\

Be6-pecypc
CYcTeMa 31eKTPOHHOro Kpuntownio3
[OKymeHToobopoTa ViPNet TLS Gateway BanaHcupoBLWMK
TLS
REST API
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Ceptndukat UC 1
* ceptudmKaTbl Nosb3oBaTENEN r 4\
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CepBep nognucu
\ ViPNet PKI Service

KopnopatusHbiii YL, /

NHTepHeT
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APM MNonb3oBarensa
ViPNet PKI Client
Cloud Unit
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NocTpoeHue peweHunii PKI Ha 6asze “Hegecr
npoaykToB ViPNet

o Opranusauma TLS (IFOCT, RSA,

% — ECDSA)
(TLS o Peanusauus 3N nonb3oBaTeneii
UHdpacTpykTypa CueHapuu paboThl (n0|<aana;q, C UCNONb30BaHUEM
vl ¢ TLS roct bpay3epa, OMCTAHUMOHHAA)

o Peanumsauma aBToOMaTU4YeCKOM

— — NpOCTAaHOBKM U npoBepkn 3l
aE (Ea CTOpOHe VIC)p P
= | p
CueHapum paboTbl CueHapuun paboThl © PeaJ'IVIBBLI,VIFI KOPMNopaTMBHOIO yu‘
c 3aNn C 3aWMTON AaHHbLIX n CJ'Iy)K6 yl—l (TSP: OCSP)

o KomnnekcHblin noaxopn
MW aBToMaTu3auuA
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Cnacubo
3a BHMMaHue!

MoanucbiBanTeCb Ha Hawu couceTwu
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